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Request For Comments
Collaboration possibilities between VDB and SBOM

My comment is “SWID Naming Specification for collaboration between VDB and SBOM”,

CVE has CNA. CVE Numbering Authorities (CNAs) are organizations from around the world that are authorized
to assign CVE IDs to vulnerabilities affecting products within their distinct, agreed-upon scope, for inclusion in
first-time public announcements of new vulnerabilities.

SWID Naming Specification is to apply a framework like CNA to SWID for collaboration between VDB and SBOM.
The characteristic of SWID Naming Specification is the following (Figure 1, Figure 2).

® SWID assigned framework for VDB

® Apply structured identifier compatible with CPE as the SWID

® Distributed management for VDB of Structured identifier of SWID

Example
{"swid": "nvdpid:1.0:sample.gov:secinfodbx:3.2"}
{"swid": "jvnpid:1.0:sample.or.jp:dbx:2.4"}

wfn:[

authority="nvdpid",
specification version="1.0",
vendor="sample.gov",
product="secinfodbx",

version="3.2"]

Figure 1: Structured identifier compatible with CPE
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Figure 2: Distributed management of Structured identifier by VDB
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Appendix: Overview of concept “Collaboration possibilities between VDB and SBOM”

® Integration of information sharing data using STIX/TAXII

Threat actors

Threat information

IP address

CVE: Common Vulnerabilities and Exposures
CPE: Common Platform Enumeration

——> Threat information sharing via STIX/TAXII platform
——> Target information sharing via STIX/TAXII platform

Figure 3: Integration of information sharing data flow

® Collaboration possibilities between VDB and SBOM
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Figure 4: VDB, SBOM and STIX collaboration data flow
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® <tech challenge> embedded CSAF in STIX </tech challenge>
Vulnerability information Distributed using the STIX 2.x Extension

{
"type": "bundle", \
"id": "bundle--44af6c39-c09b-49¢5-9de2-394224b04982",
"objects": [{

"type": "observed-data",

"id": "observed-data--717cb1c9-eab3-4330-8340-e4858055aa80",
"number_observed": 1, >- STIX 2 . X

"objects": {
"0": {

"type": "software",

"id": "software--717cb1c9-eab3-4330-8340-e4858055aa80",

"name": "JVNDB-2019-012747", _/

"extensions": { \
"x-ict-isac.jp": {
"document": {
"type": "Security Advisory”

CSAF(Common Security Advisory Framework)

>_ STIX 2.x Extension

(Deliver vulnerability)
n
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Figure 5: embedded CSAF in STIX

® <tech challenge> SWID naming specification </tech challenge>
SWID Naming Specification in Software dictionary
» Based on CPE
»  Application to SBOM in process model

{{
"product-list": {
"vendor": [
{"vname": "jvnpid:1.0:sample.or.jp",
"title": [ { "language": "en-US", "description": "Sample" }],
"products": [ { "pname": "jvnpid:1.0:sample.or.jp:secinfodbx:3.2.0.0.0",
"title": [ { "language": "en-US", "description": "Security Information DBX V3.2" }],
"product_ids": [
{"swid": “jvnpid:1.0:sample.or.jp:secinfodbx:3.2.0.0.0"},
{"cpe": "cpe:2.3:a:sample.or.jp:secinfodbx:3.2:% ¥ ¥ ¥ ¥k x1y
{"spdx": "xx"
I
}
1
}
1
}
}

Figure 6: Software dictionary



